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Access Contorol using XACML for WSRF-based Information Service

ATSUKO TAKEFUSA," HIDEMOTO NAKADA,! SEIYA YANAGITA,, !t
ToMOHIRO KUDOH," YOSHIO TANAKA' and SATOSHI SEKIGUCHI *

It is an important issue to provide information on Grid resources and job status. The
Ganglia cluster monitoring tool and MDS in Globus Toolkit 4 can provide such information
service. However, all the information should not be disclosed for all users, who might belong
to different virtual organizations. We propose a WSRF-based information service system,
which enables various policy definitions by XACML, a standard of authorization model and
a policy description language, and fine-grain access control of information. The experiments
using our prototype system show: (1) The overhead of XACML authorization decision process
is negligible, while that of WSRF/GSI is dominant, (2) Parallel information aggregation from
multiple sites makes the overhead acceptable, and (3) Even for a large number of policies, the
XACML overhead is still negligible over the total processing time.
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Fig.1 The XACML authorization model.
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<?xml version="1.0" encoding="UTF-8"7>
<Request>
<Subject>
<Attribute
Attributeld="J& MRk 1-"
DataType="J@ D>
<AttributeValue>/@Effi</AttributeValue>
</Subject>
<Resource>
<Attribute
Attributeld="J& MRk 1-"
DataType="J@I:DH">
<AttributeValue>)@Effi</AttributeValue>
</Resource>
<Action>
<Attribute
AttributeId="J& kB 1"
DataType="/&M:DHI">
<AttributeValue>)E&:fE</AttributeValue>
</Action>
</Request>
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Fig.2 Description of an authorization request.

<?xml version="1.0" encoding="UTF-8"7>

<Policy
PolicyId="7 U T ##l+"
RuleCombiningAlgID="7 7 & A A[ & DY E k">
<Description> R Y I DFiHl</Description>
<Target> U ¥ Zi# 9 % HK</Target>
<Rule>H|EHHI</Rule>

</Policy>
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Fig.3 Description of an authorization policy.
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<?xml version="1.0" encoding="UTF-8"7>

<PolicySet
PolicySetId="A U & v RMifkjpl+"
PolicyCombiningAlgID="7 7 & A A[ & DY E J7 k">
<Description>RV vt FDFl</Description>
<Target>R U & v M & § % ER</Target>
<Policy>7R Y +/</Policy>
<PolicyIdReference>fEfF AR U @ ID
</PolicyIdReference>

</PolicySet>
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Fig.4 Description of an authorization policy set.

<?xml version="1.0" encoding="UTF-8"7>
<Response>
<Result>
<Decision># AV ERE < /Decision>
</Result>
</Response>
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Fig.5 Description of an authorization decision response.
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Fig.6 The system model of the information service.
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Fig.7 The InformationCollector system architecture.
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Fig.8 Protocol sequence of information aggregation.
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Table 1 Service operations of InformationAggregator.
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Table 2 Service operations of InformationCollector.
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<?xml version="1.0" encoding="UTF-8"7>
<Policy xmlns="urn:oasis:names:tc:xacml:1.0:policy"
xmlns:xsi="http://wuw.w3.org/2001/XMLSchema-instance"
PolicyId="TimeRangePolicyl"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides">
<Description> Between 9am and 1lpm local time, allow anyone to access. </Description>
<Target>
<Subjects><AnySubject/></Subjects>
<Resources><AnyResource/></Resources>
<Actions><AnyAction/></Actions>
</Target>
<Rule Ruleld="PermitDuringSpecifiedTimeRange" Effect="Permit">
<Condition
FunctionId="http://gridars.aist.go.jp/informationService/Collector/XACML/TimeFunction">
<AttributeValue DataType="http://www.w3.0org/2001/XMLSchema#time">09:00:00</AttributeValue>
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#time">23:00:00</AttributeValue>
</Condition>
</Rule>
<Rule RuleId="DenyAllOthers" Effect="Deny"/>
</Policy>

9 KRYUIPIL:HELLERIANTOT 7B RAEFWTHRY &

Fig.9 A policy example 1: A policy to allow access within a specified time.

<?xml version="1.0" encoding="UTF-8"7>
<Policy PolicyId="DNMatchPolicyl"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides">
<Description> permit if DN in request is registered in grid-mapfile </Description>
<Target>..</Target>
<Rule RuleId="DNMatch" Effect="Permit">
<Condition
FunctionId="http://gridars.aist.go.jp/informationService/Collector/XACML/DNMatchFunction">
</Condition>
</Rule>
<Rule RuleId="DenyAllOthers" Effect="Deny"/>
</Policy>

10 AV 4l 2: grid-mapfile [ D2 —WDHLT V¥ AEFATHHRY v
Fig.10 A policy example 2: A policy to allow access for users listed in grid-mapfile.

<?xml version="1.0" encoding="UTF-8"7>

<PolicySet PolicySetId="PolicySetl"
PolicyCombiningAlgId="urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides">
<Description> Example policy set. </Description>
<Target> <Resources><AnyResource/></Resources> </Target>
<PolicyIdReference>DNMatchPolicyl</PolicyIdReference>
<PolicyIdReference>TimeRangePolicyl</PolicyIdReference>

</PolicySet>

11 KUy M
Fig.11 A policy set example.
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public class GridarsInformationCollectorXACMLTimeFunction extends com.sun.xacml.cond.FunctionBase {

private static String functionName =

"http://gridars.aist.go.jp/informationService/Collector/XACML/TimeFunction";

/[ 2 AT 7 H

public GridarsInformationCollectorXACMLTimeFunction() {
// super(functionName, functionID, paramType, paramIsBag, numParams, returnType, returnsBag)
super (functionName, O, TimeAttribute.identifier, false, 2, BooleanAttribute.identifier, false);

}

/1 At B %K

public EvaluationResult evaluate(List inputs, EvaluationCtx context) {
// argValues (27K U U IZFA 72 AttributeValue ("09:00:00", "23:00:00") % 4%
AttributeValue [] argValues = new AttributeValue[inputs.size()];
EvaluationResult result = evalArgs(inputs, context, argValues);

long startTime = argValues[0] 75 09:00:00 % i/ ALy
long endTime = argValues[1] 75 23:00:00 % ftA~iATe

long currentTime = BIfEDIKZI % FiiATs

if ((startTime <= currentTime) && (currentTime <= endTime))

return EvaluationResult.getInstance(true);

else
return EvaluationResult.getInstance(false);
}
¥
12 AR E
Fig.12 An implementation example of an evaluation function.
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