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tGrid and Network provisioning te
hnology has enabledthe 
onstru
tion of high-quality virtual 
omputing infras-tru
tures spanning several administrative organizations.However, it is still dif�
ult for users to monitor the usage ofdistributed and various resour
es managed by multiple do-mains. We propose an authorization-based hierar
hi
al dis-tributed resour
e monitoring system 
alled DMS that gath-ers information based on resour
e reservation, and �ltersinformationwith the poli
ies spe
i�ed by the administratorsusing XACML, whi
h is a standard authorization model anda poli
y des
ription language. DMS 
o-works with the Gri-dARS 
o-allo
ation framework to retrieve resour
e reserva-tion information and adopts web servi
es te
hnologies andan extension of a standard data representation set. To 
on-�rm feasibility of the DMS system, we des
ribe monitoringstrategies for reserved 
omputing and network resour
es inColle
tors and we have developed aWSRF-basedDMS pro-totype, whi
h enables authorization by XACML. The experi-ments using the prototype system show: (1) Even whenDMSemploys a large number of poli
ies, the overhead of theXACML authorization de
ision pro
ess is negligible, sin
ethat of WSRF/GSI is more dominant in the total pro
essingtime, and (2) the bene�ts of parallel information aggrega-tion from multiple domains make the retrieval laten
y a
-
eptable.1. Introdu
tionGrid and Network provisioning te
hnology has enabledus to 
onstru
t high-quality virtual 
omputing infrastru
-tures spanning several administrative domains or organi-zations. We have developed the GridARS framework[15℄,whi
h negotiates with multiple resour
e managers and 
o-allo
ates suitable resour
es, and guarantees requested per-

forman
e and timeframes with advan
e reservation. Gri-dARS allows users to allo
ate various resour
es distributedover multiple domains via a standard interfa
e based onWSRF (Web Servi
es Resour
e Framework)[9℄, easily.In the fall of 2006, Japan's G-lambda resear
h team[18℄and the United States' EnLIGHTened Computing resear
hteam[17℄ a
hieved the world's �rst inter-domain 
oordi-nation of resour
e managers for in-advan
e reservation ofnetwork bandwidth and 
ompute resour
es between andamong both the US and Japan[19℄．In our demonstration,users su

eeded in performing a parallel MPI appli
ationand HD video stream over dynami
ally 
omposed virtual
omputing infrastru
tures.There are a variety of 
onstituent resour
es distributedover multi-domain environments, and it is dif�
ult for usersto monitor the reserved resour
e status 
omprehensively.General monitoring tools, su
h as Ganglia[2℄, do not sup-port 
ooperationwith resour
e reservation. In the G-lambdaand EnLIGHTened experiments, we developed a reserva-tion resour
e monitor (RRM) to gather the status, su
h asreserved, a
tivated, released, and error, of distributed re-served resour
es from multiple domains and provide thisas their visualized information. However, RRM does notsupport resour
e monitoring information, su
h as CPU uti-lization, network bandwidth and laten
y, and the 
onne
-tivity of the provisioned network, and dis
loses all of thereserved resour
e information for demonstration purposes.Moreover, resour
e management domains are 
omposed hi-erar
hi
ally in a
tual environments and end users may notbe informed of a
tual resour
e providers and other resour
einformation, espe
ially in 
ommer
ial servi
es. Therefore,�ne grain authorization at ea
h domain is an important is-sue for providing monitoring information in multi-domain,multi-resour
e environments.We designed a hierar
hi
al distributed resour
e moni-toring system 
alled DMS, whi
h 
ooperates with resour
emanagement systems in multiple domains. DMS 
onsists of1



Aggregators and Colle
tors. An Aggregator gathers moni-toring information from related Colle
tors or Aggregatorsdistributed over multiple domains, and provides the infor-mation to the requester. Our Colle
tors monitor the reservedresour
es periodi
ally, �lter the monitoring information bythe domain poli
y, and provides the requester with the au-thorized information. Colle
tor adopts XACML (eXtensi-ble A

ess Control Markup Language)[14℄, whi
h de�nes�ne grained 
ontrol of authorized a
tivities and a poli
y au-thorization model, and allows domain administrators to de-�ne a

ess poli
ies, and then �lter and provide the infor-mation a

ording to their poli
ies. For 
ooperation with re-sour
e reservation, DMS 
o-works with resour
e manage-ment systems developed using the GridARS 
o-allo
ationframework to retrieve reserved resour
e information. Also,DMS applies Web servi
es te
hnologies and extensions ofstandard data representation from GLUE, version 2.0[11℄,for resour
e monitoring information in order to ensure in-teroperability.To 
on�rm the feasibility of the DMS system, we de-s
ribed monitoring strategies of reserved 
omputing andnetwork resour
es in Colle
tors, and we have developeda DMS prototype using Globus Toolkit 4 (GT4), a WSRFreferen
e implementation, and a Java-based XACML refer-en
e implementation developed by Sun Mi
rosystems[13℄.The experiments using the prototype system show: (1) Evenwhen DMS employs a large number of poli
ies, the over-head of the XACML authorization de
ision pro
ess is neg-ligible, sin
e that of WSRF/GSI is more dominant in the to-tal pro
essing time, and (2) the bene�ts of parallel informa-tion aggregation from multiple domains make the retrievallaten
y a

eptable.2. Design of a Distributed Monitoring SystemWe propose a Distributed Monitoring System (DMS), anauthorization-based resour
e monitoring system distributedover multi-domain multi-resour
e environments. DMSshows the following 
hara
teristi
s: Hierar
hi
al ar
hite
-ture, �ne grained authorization by XACML, 
ooperationwith resour
e management systems developed using Gri-dARS, and interoperability guaranteed by using standarddata representation and interfa
es.2.1. System Ar
hite
tureFigure 1 shows resour
e management systems with anadvan
e reservation 
apability and our proposed resour
emonitoring system (DMS) over a multi-domain multi-resour
e environment. In Figure 1, DMS indi
ates a 
on-stituent module of DMS, and RMS indi
ates a resour
emanagement system, su
h as a Grid resour
e 
oordinator ors
heduler (GRS), a 
omputing resour
e manager (CRM), or
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Figure 1. Overview of DMS.a network resour
e manager (NRM). DomainX indi
ates aresour
e management domain or organization. In Figure 1,a User requests resour
e 
o-allo
ation from RMS and theresour
e monitoring from DMS in Domain0. However, inan a
tual resour
e environment, an RMS, e.g., RMS-GRSin Domain1, provides multiple resour
es, su
h as networkand 
omputing resour
es, and another RMS, e.g., RMS-GRS inDomain3, provides resour
es via another domain'sRMS, e.g., RMS-GRS in Domain2.In order to resolve this situation, we have designed a hi-erar
hi
al DMS system, whi
h 
ooperates with RMSs formonitoring of reserved resour
es and enables authorizationof resour
e monitoring information in ea
h domain. DMS
onsists of Aggregators, denoted by DMS/A, and Colle
-tors, denoted by DMS/C in Figure 1. An Aggregator gath-ers requested user's monitoring information 
olle
ted by re-lated Colle
tors or Aggregators distributed over multipledomains and provides the user with the information. Col-le
tors lo
ated in the lowest layer of a DMS tree monitorthe requested user resour
es periodi
ally, �lter the monitor-ing information based on the domain poli
y, and provide therequester, the users or a delegated Aggregator, with the au-thorized information. Both Aggregator and Colle
tor pro-vide a 
ommon interfa
e based on WSRF so that domainadministrators 
an sele
t their DMS module fun
tion, Ag-gregator or Colle
tor, and a DMS 
lient, su
h as a user orAggregator, 
an a

ess DMSs in the same manner.2.2. Cooperation with Resour
e Reserva-tion and Authenti
ationIn order to monitor reserved resour
es in multi-domainmulti-resour
e environments, DMS 
ooperates with theGridARS resour
e management system. GridARS 
on-sists of GridARS-WSRF, whi
h provides a WSRF-based
o-allo
ation framework with advan
e reservation, andGridARS-Cos
heduler, whi
h dis
overs suitable resour
es
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ation between RMS andDMS. The delegation version (left), and thenon-delegation version (right).for ea
h user resour
e request re
eived from GridARS-WSRF, and 
o-allo
ates the required resour
es in 
oordi-nation with related resour
e managers su
h as CRM andNRM. GridARS-WSRF 
an be used in all RMSs andGridARS-Cos
heduler 
an be used in GRS. For ea
h re-sour
e reservation request, the GridARS-based RMS sys-tem provides an endpoint referen
e (EPR) to use to a

essthe reservation servi
e instan
e for the requested user. TheEPR is equivalent to the reservation ID and allows the userto pro
ess resour
e reservation and get the reservation in-formation. Therefore, the user sends DMS a monitoringrequest with the reservation ID, and DMS gets the reservedresour
e information using the ID.GridARS-WSRF has developed using GT4, and sup-ports GSI (Grid Se
urity Infrastru
ture), whi
h providesan authorization s
heme based on a publi
 key infrastru
-ture. Authorization by GSI provides a delegation 
apabilitywhi
h enables �single-sign-on� to multiple resour
es. How-ever, RMSs, espe
ially those for 
ommer
ial servi
es, maynot delegate their user to lower layer RMSs be
ause they donot dis
lose their user information. We have a problem insu
h non-delegation authenti
ation 
ases, as shown in Fig-ure 2. Figure 2 shows authenti
ation between an RMS andDMS in delegation (left) and non-delegation (right) situa-tions. In the delegation version, (1) a user sends a reserva-tion request with the user 
erti�
ate to RMS, (2) the user re-
eives a reservation ID (RID) from the RMS, (3) the user re-quests monitoringwith the user 
erti�
ate and the RID fromDMS, (4) the DMS queries the RMS for the resour
e infor-mation with the user 
erti�
ate and RID, then (5) the DMSobtains the information from the RMS. On the other hand,in the non-delegationversion, (4) the DMS queries the RMSwith the DMS 
erti�
ate, so that authenti
ation fails in thestep (5). In order to resolve this problem, the RMS andDMS must be served on the same servi
e 
ontainer or theRMS and DMS must make some sort of agreement aboutauthenti
ation in advan
e. We assume the former in ourDMS model be
ause an RMS and DMS in a single domainare expe
ted to be operated by the same administrator andthe former is thus feasible for the administrator.
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Figure 3. An Overview of a Colle
tor.2.3. Fine grained Authorization usingXACMLIn the DMS ar
hite
ture, Colle
tors authorize ea
huser a

ess to resour
e monitoring information by usingXACML, so that unauthorized monitoring information isnot dis
losed to other domains. XACML, standardized byOASIS, de�nes �ne grained 
ontrol of authorized a
tivitiesand a poli
y authorization model. XACML enables generaland �exible poli
y des
ription, even though the des
riptionis 
ompli
ated. This will be resolved by the diffusion ofpoli
y des
ription tools, templates, and libraries. Therefore,we adopt XACML as our Colle
tors authorization modeland as a poli
y des
ription language.An overview of the Colle
tor ar
hite
ture and RMS isshown in Figure 3. A Colle
tor 
onsists of the DMS inter-fa
e module, the Colle
tor front-end module, the XACMLauthorization module, the resour
e monitoring interfa
e,and the monitoring agents denoted byMA. The DMS inter-fa
e module, whi
h is a re
eiver of the monitoring servi
e,re
eives user requests and provides resour
e information tousers. The front-end module handles user requests. The au-thorization module manages servi
e administration poli
iesand authorizes a

ess to the resour
e monitoring informa-tion. MA, whi
h is an a
tual monitoring entity for ea
h dataitem, su
h as CPU load average or network bandwidth, 
ol-le
ts dynami
 or stati
 resour
e information in a

ordan
ewith ea
h user monitoring request. Domain administratorssele
t available MAs in their domains and register a

ess
ontrol poli
ies for ea
h pie
e of monitoring information
olle
ted by an MA. The user requests monitoring informa-tion from the available information list and 
an get only theauthorized information from among the requested informa-tion.2.4. DMS Interfa
e and the Proto
ol Se-quen
eTable 1 shows the DMS servi
e operations provided byan Aggregator and Colle
tor. In Table 1, a monitoring ID,



Table 1. DMS Servi
e operations.Operation fun
tion Input / Output
reate Start a monitoring pro
ess RID / MID
on�gure Spe
ify 
olle
ting information MID，information list / -start Start monitoring at MA MID (, time) / -stop Stop monitoring at MA MID (, time) / -getInformation Get monitoring information MID (, timeframe) / monitoring information
User RMS0DMS0/A RMS1DMS1/C

create(RsvID0)

RMS2DMS2/A

reserve

RsvID2
RsvID1

RsvID0

configure

getRP

RsvID1,2

create(RsvID2) / MID2

getRP

RsvInfo

getRP

RsvID3

start

getInformation

info1,2,3

Domain0 Domain1 Domain2

reserve

RMS3DMS3/C

RsvID3

create(RsvID3) / MID3

configure
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Information Figure 4. Proto
ol sequen
e of monitoring information a
quisitiondenoted by MID, is issued by DMS for ea
h monitoringrequest, and a reservation ID, denoted by RID, is issued byRMS for ea
h resour
e reservation request. Details of ea
hoperation are des
ribed in Figure 4.Figure 4 shows the proto
ol sequen
e from resour
ereservation to monitoring information a
quirement. Weassume four different hierar
hi
al domain ar
hite
tures inFigure 4. The gray arrows indi
ate simultaneous pro
esses.First, a User reserves resour
es in Domain1 and Do-main2 via RMS0 in Domain0 and re
eives reservation IDRsvID0 from RMS0. At that time, RMS0 negotiates withRMS1 and RMS2 and re
eives and holds reservation IDs,RsvID1 and RsvID2. RMS2 also negotiates with RMS3 inDomain3 and a
quires RsvID3. Details of the reservationproto
ol sequen
e are des
ribed in [15℄. After the reserva-tion pro
ess, the User sends DMS0, a 
reate request, withRsvID0 to start the monitoring pro
ess, and the DMS0 re-turns monitoring IDMID0 to the User. The User usesMID0

for ea
h monitoring related request in the following pro-
ess. Next, the User sends DMS0 a 
on�gure request tospe
ify a list of required monitoring information. Examplesof monitoring information are des
ribed in Se
tion 3. AfterDMS0 re
eives 
on�gure, DMS0 queries RMS0 with re-sour
e reservation information and obtains related reserva-tions in Domain1 and Domain2. DMS0 sends 
reate and
on�gure to DMS1 and DMS2, and DMS2 sends the re-quests to DMS3 in the same manner. Then, the User sendsDMS0 a start request to start resour
e monitoring at a spe
-i�ed monitoring agent (MA). DMS0 sends start to DMS1and DMS2, and DMS2 sends start to DMS3. The MAsstart monitoring at the time spe
i�ed by User in the start re-quest or the reservation start time. The stop request lets theMA stop monitoring. If the User spe
i�es a time, the MAsstop monitoring at that time. Finally, the User sends DMS0the getInformation request, DMS0 sends getInformationto related DMSs, and then the User re
eives all of the re-



lated resour
e information, Info1, 2, and 3, as authorizedby the proper domains. The User 
an spe
ify a timeframefor monitoring information in the getInformation request.DMS supports the optional operations, subs
ribe and un-subs
ribe, based on WS-Noti�
ation[10℄. Authorizationat ea
h Colle
tor o

urs at ea
h noti�
ation.2.5. Data RepresentationIn order for interoperability with other monitoring toolsor user interfa
es, DMS applies Web servi
es te
hnolo-gies and extensions of the standard data representation,GLUE version 2.0[11℄, for resour
e monitoring informa-tion. GLUE de�nes XML-based data representation for
omputing resour
es, but the representation for network re-sour
es and time series required for our monitoring is inad-equate, so that we extend GLUE for DMS.3. Monitoring of Reserved Resour
esIn the following se
tions, we des
ribe strategies of 
om-puting and network resour
e monitoring by monitoringagents (MA), as shown in Figure 3.3.1. Monitoring of Computing Resour
esComputing resour
e monitoring information 
onsists of(a) reservation information, (b) reserved resour
e status,and (
) information related to running appli
ations. (a) in-
ludes the reservation ID, the number of reserved CPUsand memory size, start and end time of the reservation, andreservation status. (b) in
ludes statisti
al data on reservedresour
e usage, su
h as amounts of CPU utilized time andmemory and disk usage. (b) is 
olle
ted for ea
h privatereservation, and is different from the monitoring informa-tion 
olle
ted by Ganglia or other general 
luster monitor-ing tools. Our monitoring system does not dis
lose otheruser usages, even if the resour
es are shared by multipleusers. (
) indi
ates exe
ution logs of running appli
ations.(
) allows users to a
quire distributed appli
ation status eas-ily from the DMS framework.MAs 
olle
t (a), (b), and (
) as follows: (a) is pro-vided by CRM via the CRM Web servi
es interfa
e us-ing the reservation ID. (b) is 
olle
ted via the pro
ess in-formation interfa
e provided by ea
h operation system fora
tive pro
esses, and via log �les produ
ed by job manage-ment middleware or the pro
ess a

ounting pa
kage pro-vided by ea
h operating system for terminated pro
esses.In the Linux system, the former is the pro
 �le system andthe latter is the psa

t pa
kage, respe
tively. (
) is pro-vided by the spe
i�ed �les for ea
h appli
ation.

3.2. Monitoring of Network Resour
esIn NRM, a network management system (NMS) is gen-erally working for monitoring of all of the network statusinformation in the management domain, and for periodi-
ally 
on�rming the integrity of the network. NMS alsomonitors provisioning of requested paths and 
on�rms thatrequested bandwidths of the paths are guaranteed. Here,a �path� between two termination points is a reservationunit of network resour
es in our 
o-allo
ation system. NMSmonitors both network hardware interfa
es of path terminalpoints and stores the monitoring information in an internaldatabase. Therefore, the MA obtains network monitoringinformation from the database.Network resour
e monitoring information 
onsists of (a)reservation information and (b) reserved path status. (a)in
ludes authenti
ated user information and reserved peakbandwidth, and other reservation information as des
ribedin Se
tion 3.1. (b) in
ludes link status (UP or Down) andpa
ket statisti
al information, su
h as the number and theamount of input and output pa
kets. The number of pa
k-ets in
ludes transmission pa
kets, destroy pa
kets, and errorpa
kets.NMS monitors path status by using SNMP (Simple Net-work Management Proto
ol)[3℄, whi
h is a general moni-toring method used to a

ess the network interfa
es of pathterminal points. Most of the network hardware physi
al in-terfa
es support SNMP be
ause SNMP provides standardmonitoring information, de�ned by MIB (Management In-formation Base)[4℄. However, virtual interfa
es, su
h asVLAN, might not support SNMP. In this 
ase, NMS usesthe CLI (Command Line Interfa
e) provided by the networkhardware for monitoring.3.3. Monitoring of End-to-end InformationMeasurements of end-to-end throughput and delay be-long to network information, however, NRMs may not beable to 
olle
t su
h information. For example, if a reservedpath A to C 
onsists of two sub paths, A to B and B to C,managed by NRM0 and NRM1, NRM0 and NRM1 
annotmeasure throughput and laten
y between A to C.Therefore, end-to-end information is 
olle
ted byCRMs. We extendGridARS CRM to have the following 
a-pability: for ea
h user reservation request the related CRMsex
hange allo
ated 
omputer information at the reservationstart time, and ea
h CRM 
olle
ts end-to-end informationbetween its node and a node managed by the other CRM.An MA in CRM provides this end-to-end information tothe requested users. End-to-end information is measured byping.



<Poli
y Poli
yId="TimeRangePoli
y1"RuleCombiningAlgId="rule-
ombining-algorithm:permit-overrides"><Des
ription>Allow anyone to a

essbetween 9am and 11pm. </Des
ription><Target><Subje
ts><AnySubje
t/></Subje
ts><Resour
es><AnyResour
e/></Resour
es><A
tions><AnyA
tion/></A
tions></Target><Rule Effe
t="Permit"RuleId="PermitDuringSpe
ifiedTimeRange"><Condition Fun
tionId="TimeFun
tion"><AttributeValue DataType="xsd:time">09:00:00</AttributeValue><AttributeValue DataType="xsd:time">23:00:00</AttributeValue></Condition></Rule><Rule Effe
t="Deny"RuleId="DenyAllOthers"/></Poli
y>Figure 5. A poli
y example: A poli
y to allowa

ess within a spe
i�ed time.4. DMS Prototype and the Experiments4.1. WSRF-based DMS PrototypeWe have developed a DMS prototype using GlobusToolkit 4 (GT4), a referen
e implementation of WSRF, anda Java-based XACML referen
e implementation developedby Sun Mi
rosystems[13℄. GT4 supports GSI-based userauthenti
ation and delegation, grid-mapfile, that de-s
ribes mapping information between distinguished nameand lo
al user name, and se
ure transfer via SSL (Se
ureSo
ket Layer).4.2. Examples of XACML-based Poli
y De-s
riptionThe XACML referen
e implementation makes a poli
yde
ision from the spe
i�ed poli
y �les and evaluation fun
-tions. Evaluation fun
tions 
onsist of fun
tions de�ned bythe XACML spe
i�
ation and original fun
tions developedby ea
h administrator. Figure 5 is an example of a poli
y de-s
ription, whi
h spe
i�es a data a

ess timeframe. In Fig-ure 5, the Poli
yID attribute in the Poli
y tag spe
i�esthe ID of this poli
y, and the RuleCombiningAlgId at-tribute spe
i�es the de
ision poli
y among multiple rules.Here, permit-overrides indi
ates that the poli
y de-

<Poli
ySet Poli
ySetId="Poli
ySet1"Poli
yCombiningAlgId="poli
y-
ombining-algorithm:deny-overrides"><Des
ription> Example poli
y set.</Des
ription><Target><Resour
es><AnyResour
e/></Resour
es></Target><Poli
yIdReferen
e>TimeRangePoli
y1</Poli
yIdReferen
e><Poli
yIdReferen
e>DNMat
hPoli
y1</Poli
yIdReferen
e></Poli
ySet>Figure 6. A poli
y set example.
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Figure 7. Elapsed time of start andgetInformation.
ision be
omes �Permit� if any rule in this poli
y de
ideson Permit. The <Target> tag spe
i�es the appli
ation ofthis poli
y to all items spe
i�ed in Subje
t, Resour
e,A
tion. The <Rule> tag lists rules to spe
ify an avail-able timeframe with an original evaluation fun
tion whoseID is TimeFun
tion.Figure 6 shows an example of a poli
y set oftwo poli
ies. The Poli
ySetId attribute in<Poli
ySet> spe
i�es the poli
y set ID, and theRuleCombiningAlgId attribute spe
i�es the de
isionpoli
y among multiple poli
ies. deny-override indi-
ates the poli
y set de
ision be
omes �Deny� if any poli
yin this poli
y set de
ides on Deny.4.3. Experiment 1: Overhead in Getting In-formationUsing this prototype, we perform two kinds of experi-ments. The �rst experiment shows the overhead involved ingetting information from the WSRF-based DMS prototype.We 
ompare the 
ases in whi
h Aggregator and Colle
tor



Table 2. Elapsed time of start andgetInformation measured by Informa-tionColle
tors. 7Colle
tor indi
ates theaverage of seven results.start getInformation1A-1C w/o XACML 2.7 ms 0.8 ms1A-1C w/ XACML 2.2 ms 1.9 ms1A-7C w/ XACML 3.0 ms 1.4 msare one to one and one to seven. In this experiment, an Ag-gregator and Colle
tors are lo
ated in the same 
luster andlaten
ies between the hosts are about 40 �s. All of the hostsare 
onne
ted to a 1 Gbps network swit
h. The Java versionis JDK 1.5.0, provided by Sun Mi
rosystems. The User re-
eives the following UNIX 
ommand results:$ ps ux --
ols 80 -u <user name>In this experiment, Colle
tors make de
isions from apoli
y set in
luding the following two poli
ies:� Whether the User request is issued in the spe
i�edtimeframe or not.� Whether there is mapping between the distinguishedname in the user 
erti�
ate and the lo
al user name inthe grid-mapfile or not.Figure 7 shows the overhead of start and getInforma-tion in ms. The X axis indi
ates experimental results mea-sured from a User denoted by -U and an Aggregator denotedby -A. The differen
e between -U and -A is the WSRF overGSI-based message passing overhead. Three different re-sults, 1A-1C w/o XACML，1A-1C w/ XACML，and 1A-7C w/XACML, are a 
ombination of one Aggregator andone or seven Colle
tor(s) with or without authorization byXACML. The results show the shortest elapsed times from10 measurements.Comparison of 1A-1C w/ and w/o XACML shows thatthere is less authorization overhead in the experiments. Wealso measured the authorization overhead in the Colle
torat that time and they were 0.8 to 3 ms. Therefore, the over-head ofWSRF/GSI pro
esses is dominant and authorizationpro
ess overhead is negligible.In a 
omparison of 1A-1C and 1A-7C, response timesof 1A-7C be
ome longer due to negotiations with sevenColle
tors via WSRF/GSI. However, the ratios of 1A-7Cand 1A-1C remain 2.9 times in start-A and 2.6 times ingetInformation-A be
ause this negotiation o

urred 
on-
urrently. So the response times are not proportional to thenumber of Colle
tors and are a

eptable in the 
ase wherethe Aggregator 
olle
ts information from seven differentColle
tors.
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Figure 8. Elapsed time of XACML authoriza-tion de
isions.4.4. Experiment 2: XACML AuthorizationOverheadNext, we investigate the elapsed time of an XACML au-thorization de
ision for the altered number of poli
ies. Inour prototype system, poli
ies are read at the start time ofthe servi
e 
ontainer. So observed elapsed time does notin
lude poli
y reading time. The effe
t of GC (GarbageColle
tion) is also ex
luded from the elapsed time.The experimental results are shown in Figure 8. The ver-ti
al axis indi
ates elapsed time in �s and the horizontal axisindi
ates the number of poli
y sets. We employ the poli
yset, whi
h in
ludes two poli
ies, used in Se
tion 4.3 and thenumber of poli
y sets is altered from 1 to 5000. The resultsshow the shortest elapsed times from 10 measurements.Figure 8 shows that authorization overhead is approxi-mately proportional to the number of poli
y sets. In addi-tion, the overhead is 50 ms for the 1000 poli
y set and 230ms for the 5000 poli
y set. Therefore, even for a large num-ber of poli
ies, the XACML overhead is still negligible overthe total pro
essing time des
ribed in Se
tion 4.3.5. Related WorkGlobus Toolkit, version 4.2 (GT4) provides an XACML-based authorization framework whi
h enables authorizationto a

ess a WSRF-based servi
e instan
e[5℄. Authoriza-tion granularity in GT4 is �servi
e� while the granularityin DMS is ea
h monitoring information item 
olle
ted byMAs. DMS enables �ne grained authorization 
ontrol.MonALISA (MONitoring Agents using a Large In-tegrated Servi
es Ar
hite
ture)[6℄ stores a registry withmonitoring information 
olle
ted by general monitoringtools, su
h as Ganglia and MRTG (Multi Router Traf�
Grapher)[7℄, and provides the information to users via a
lient interfa
e based on Web servi
es. MonALISA does



authenti
ate users, but does not authorize a

ess to the mon-itoring information. In
a[12℄ is a user-level Grid monitor-ing system for TeraGrid[16℄ resour
e administrators, and
olle
ts monitoring information by user authority. MonAL-ISA and In
a gather and manage monitoring informationfrom multiple domains in a 
entral database, thus domainadministrators 
annot 
ontrol a

ess poli
ies to the infor-mation a

ording to their management poli
ies.WMSMonitor is a monitoring tool for workload and joblife
y
le for EGEE gLite[1℄. It supports requirements ofvarious user 
ategories, su
h as administrators, develop-ers, and VO (virtual organization) users. AMon is a mon-itoring system used to 
olle
t status data, resour
e usagedata, and user output for appli
ations used by the HighEnergy Physi
s Community Grid (HEPCG) in the D-Gridinitiative[8℄. WMSMonitor and AMon do not �lter mon-itoring information in ea
h resour
e management domain,while DMS enables authorization in ea
h domain. In addi-tion, none of the above monitoring tools deal with virtual
omputing and network infrastru
ture provisioned dynami-
ally.6. Con
lusionsWe proposed an authorization-based hierar
hi
al dis-tributed resour
e monitoring system 
alled DMS that gath-ers information based on resour
e reservation and �lters in-formation with the domain administrators' poli
ies usingXACML. DMS 
onsists of Aggregators, whi
h enable dataaggregation from distributed DMS modules, and Colle
torswith monitoring and XACML-based authorization 
apabil-ities in ea
h management domain. DMS 
o-works with re-sour
e management systems developed using GridARS toretrieve reserved resour
e information. Also DMS adoptsWeb servi
es te
hnologies and the extension of GLUE, ver-sion 2.0. To 
on�rm the feasibility of DMS, we des
ribedresour
e monitoring strategies and we have developed aWSRF-based prototype. The experiments using the proto-type show: (1) Even when DMS employs a large number ofpoli
ies, the overhead of the XACML authorization de
i-sion pro
ess is negligible, sin
e that of WSRF/GSI is moredominant in the total pro
essing time, and (2) the bene�tsof parallel information aggregation from multiple domainsmake the retrieval laten
y a

eptable.For future work, we will 
ontinue to develop the DMSsystem based on the proposed design, and the graphi
al userinterfa
e.A
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